
Making Cyber 
Security a Priority

www.primenetuk.com

http://www.primenetuk.com


02

Contents

Making Cyber Security a Priority  03

The Risks of Remote Working05

The Impact of Human Error06

The Threat of Ransomware07

Mitigations Against Ransomware10

Data Wiping for Every Device 12

Cyber Security Incidents Across Government 2020-202114

Five steps to Cyber Security16

Building Layers of Security18

Pause with Primenet19

https://www.facebook.com/PrimenetLtd/
https://twitter.com/PrimenetLtd
https://www.linkedin.com/company/primenet-uk/


03

In the UK, the National 
Cyber Security Centre 
(NCSC) has detected 
more UK government 
branded scams relating 
to COVID-19 than any 
other subject. 
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The coronavirus pandemic has brought huge changes to the way we 
work. Leaders across government have needed to take swift measures 
to equip their staff with IT infrastructure to enable them to work 
remotely. Staff have had to adapt to operating from different digital 
platforms to virtually collaborate with their teams.

Although remote working has been instrumental in managing the 
spread of the virus, it has also resulted in a spread of cybercriminal 
activity, data loss, leaks and breaches. 

Civil servants - and government data – are now all geographically 
dispersed, moving across a vulnerable digital landscape, creating a 
host of new risks and challenges.

An exponential increase of connected devices, cloud and online 
services has also amplified the volume of data moving across a 
complexity of networks. Government are being faced with a reduction 
in control over IT usage, opening floodgates of opportunity for 
malicious cyber actors to exploit the pandemic for their own gain.

It is not just cybercriminals that government leaders need to be aware 
of, but also updating IT protocols and procedures for remote staff. 
Ensuring business continuity whilst simultaneously protecting gaps in 
security must now be at the top of government’s agenda.

This paper will reflect on the issues, challenges and opportunities 
around making cyber security a priority in government. It will list a few 
of the threats and vulnerabilities currently being experienced and will 
also share best practice on how all levels of government can mitigate 
security risks and proactively protect their networks, within a complex 
threat landscape.

It’s common for organisations to make 
annual predictions for what the coming 
year may hold, but 2020 was a year that 
no one could ever have predicted.

The Risks of  
Remote Working 
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The Risks of  
Remote Working 

Source: Cyber Security Breaches Survey 2020, Department for 

Digital, Culture, Media & Sport, March 2020. www.gov.uk/government/

statistics/cyber-security-breaches-survey-2020

“Almost half of businesses (46%) and a quarter 
of charities (26%) report having cyber security 
breaches or attacks in the last 12 months.”

The rush to implement remote working has created gaps in security and 
introduced a labyrinth of different technical vulnerabilities. Remote working 
has not only changed the location staff work from, it has also changed 
people’s working behaviour. From a technical point of view, broadband use is 
spiking across networks, people are now working with less secure wi-fi and 
may not have the most robust anti-virus software on their home machines. 
The quick shift to cloud services has resulted in improperly configured access 
controls and insecure VPN networks. 

Furthermore, there is a proliferation in personal device use on home networks 
and, in some cases, families need to share those devices with home learning 
children. Working from a home environment means people are more likely to 
loosen best security procedures. Consequently, threat actors are now finding 
new ways to capitalise on the vulnerabilities emerging from the remote 
workforce. Not only is the privacy of staff at risk, working from home can 
also result in breaches of organisational security. It comes as no surprise that 
individuals and organisations are now far more susceptible to cybercrime than 
in pre-pandemic times.
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Human error is 
the leading cause 
of reported data 
breaches.

Despite malicious attacks on networks being on the rise, it is important to 
note that a significant amount of security disruptions occur as a result of 
human error. These can be unintentional actions – or a lack of action – by 
staff that result in a breach of security. 

From downloading a malware infected attachment, failure to use strong 
passwords or just taking ’easy’ shortcuts such as using a non-work device to 
send a work email, it is critical that, when addressing cybersecurity, staff are 
fully trained and educated in how to adopt secure working practices.

As human error is responsible for so many of government’s security failings, 
taking even the smallest steps to reduce human error can create huge gains 
to an organisation’s security posture.

The National Cyber Security Centre (NCSC) has published new guidance 
to support businesses and individuals in the transition to remote working. 
It has taken this step in recognition that remote working presents new 
cyber security challenges as threat actors are now widely exploiting the 
coronavirus in phishing, malware and ransomware campaigns.

When staff are educated in cybersecurity, the more likely they are to 
follow protocol with less opportunity for errors. The right tools, training 
and guidance allows organisations to create a culture where the workforce 
is the first line of defence against any attack or breach, safeguarding the 
organisation in the long term.
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Source: Personal data breaches, Information Commissioner’s Office. 

ico.org.uk/for-organisations/guide-to-data-protection/guide-to-the-

general-data-protection-regulation-gdpr/personal-data-breaches/
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“The global ransomware 
attack, Wannacry, saw 
300,000 devices being 
infected, spanning 150 
countries and affecting 
services worldwide, 
including the NHS.”

The Threat of Ransomware
As the rewards for perpetrating cybercrime become greater, the need for 
businesses to focus on cyber security has become acute. An increasing 
number of sophisticated malware attacks are working behind the scenes to 
hold government organisations ransom over sensitive, mission-critical data. 
All present government with the dilemma of whether or not to meet the 
attackers demands for payment. Paying the ransom, however, is likely to fuel 
future attacks, but by not paying, there is the risk of losing data that is vital to 
provide public goods and services.

07
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Ransomware is a type of malware that prevents 
organisations from accessing their systems or the data 
stored on them. The data is usually encrypted, although it 
may also be deleted, stolen or the computer itself may be 
made inaccessible.

The cyber criminals will usually send a ransom note demanding payment to 
recover the data. Cyber criminals can also threaten to release sensitive data 
stolen from the network. If the ransom is not paid, there are many cases where 
the cyber criminals have followed through with their threats by releasing data 
to the public.

Infect

When the attacker has access to a network, they will attempt to increase their 
privileges and access high-value systems. They will also attempt to cover their 
tracks so that any detection or investigation is made difficult.

Access

The ransomware starts encrypting any files it can find on local machines and 
the network.

Encrypt

When the files have been encrypted, the ransomware presents commands for 
extortion and ransom payment, threatening destruction of data if payment is 
not made.

Extort

Organisations can either pay the ransom and hope for the cybercriminals to 
decrypt the affected files, or they can attempt recovery by removing infected 
files and systems from the network and restoring data from clean backups.

Unlock

1

2

3

4

5

What is Ransomware?
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Preventing these events is critical in making UK 
government less susceptible to cyberattacks and to 
improve the nation’s cyber defences for good.

Cyber protection requires expert security knowledge, a modern 
understanding of threats to the digital landscape and proactive measures 
to protect against them. In a time of extensive security vulnerability and 
when government staff are focused on the frontline, it is imperative that 
organisations consider collaborating with cyber security specialists to 
implement precautionary measures to protect your data, assets, technology 
and staff.

The consequences of 
ransomware can be 
devastating to any 
business, not least 
to government.
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The Difference Between  
Backup & Disaster Recovery
Backup and Disaster Recovery (DR) are different 
concepts that work towards a similar goal. It’s 
essential that government leaders fully understand 
the distinctions before deployment:

Backup Strategy 
Having a backup strategy means having a full copy 
of your organisation’s data. Backups are typically 
performed daily and are where you copy your 
organisational data to a separate resource. It is best 
practice to have data back up on a separate server 
within a secure datacentre in a separate location.

Disaster Recovery Strategy
Having a DR strategy means that you are able to 
recover your business-critical systems in the event of 
a cyber-attack or physical breach in hardware.

Let’s look at some ways to mitigate 
vulnerabilities and security gaps:

It’s best practice to have a backup 
strategy that strongly correlates with a 
well-defined and physically documented 
disaster recovery policy.

Mitigations  
Against Ransomware

10
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Backups 
Traditional Vs Cloud Based
Traditional approaches to data backup involves copying 
data to a physical tape. A disadvantage of this method 
is that it takes a long time to restore the data when 
needed, affecting business continuity. As the tape is 
stored off-site, data is unavailable for quick recovery. If 
the tape gets damaged, the backup is lost, creating a 
huge risk to government operations. 

Cloud-based back-ups are the recommended option 
for government;  data is stored virtually rather than on 
a physical device, making it easy to back up files and 
access them when needed. Using a cloud-based backup 
solution protects your business’s critical information 
with little maintenance involved, so your valuable data 
is never lost and (unlike traditional methods) is the best 
option for a disaster recovery strategy.

Preserve Business Continuity
Disaster Recovery goes beyond just having a backup. 
The goal of DR is to keep an organisation’s daily 
operations as close to “business as usual” as possible. 
Disaster recovery revives the company’s operations 
and processes if disaster strikes, from a natural disaster 
such as a hurricane, flood or fire to hardware failures 
or malicious behaviour, such as a ransomware attack. 
DR brings data back, supporting government to reduce 
disruption to the organisation’s resources and day-to-
day operations. 

Protect Your 
Assets and Data

11
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When it comes to data wiping, it is not enough to 
simply reformat drives or perform factory resets on IT 
infrastructure and mobile devices. These data removal 
methods are insufficient and leave residual data easily 
retrievable and susceptible for loss or theft. To be certain 
that confidential data on personal and office devices is 
secure is to do a complete wipe of all data and reinstall 
everything from scratch.

It’s not only mobile devices that will require data wiping if a security breach 
occurs, but office-based systems such as scanners, photocopiers and printers. 
Modern digital copiers and larger networked multifunction printers have 
network connectivity and hard drives that store data and images of all the 
documents they copy, print, scan or fax. This is an area of data security that is 
often overlooked but are as vulnerable to data theft as any other IT asset.

If a system is stolen or sold and hackers or the new owners have access to 
stored or residual data, how can you guarantee that your data hasn’t been 
compromised? Or, when your hardware reaches its expiration and needs to be 
returned to the licenser, how can government organisations ensure that their 
data is completely erased?

Data Wiping for 
Every Device

12
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When data wiping, it’s best practice to choose a technical specialist to 
support you in this area. They will ensure you receive proof of the data erasure 
for a complete audit trail, whether that performance is required locally or 
remotely. A cloud-based data wiping management portal will add speed, 
flexibility and scalability to your business operations, without requiring 
additional internal infrastructure or resources for deployment. If your vendor 
provides a centralised point of view of all data wiping licenses and the ability 
to create and modify users, monitor activities and collect certified audit 
reports, you are in very good, secure hands.

Government organisations require data 
wiping software  that provides a certificate 
of Erasure and a tamper-proof audit trail to 
prove compliance after every erasure.

We recommend that government organisations select a data wiping software 
provider that provides a certificate of Erasure and a tamper-proof audit trail 
to prove compliance after every erasure. This level of software can safely 
erase end of life assets that contain sensitive (PII) information as well as 
live records once they have passed their retention periods. It will provide 
your organisation with an add an extra level of protection to your endpoint 
security policies by permanently erasing sensitive data from HDDs and SSDs 
in desktop/laptop computers and servers. Your data wiping software provider 
will ensure you have the ability to securely overwrite and sanitize data on a 
wide variety of storage devices so you can safely resell, re-purpose or dispose 
of these assets at end-of-life. 

13
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Cyber Security Incidents 
Across Government 
2020-2021

Central Government
HMRC disclosed that it had identified a total of 62 active 
phishing scams related to COVID-19, with the majority 
in the form of text message scams. It was also revealed 
that a scam email purporting to be from HMRC was in 
circulation advertising the government’s Coronavirus Job 
Retention Scheme.

Local Government
Bristol City Council experienced an email data breach, 
where the names of hundreds of children who are 
disabled or have special needs were improperly 
disclosed, as well as their primary carers’ email addresses.

NHS
The NHS is at risk of a major cyber-attack as it fights 
against the outbreak of coronavirus, according to experts. 
The health service is already stretched to “breaking point” 
and needs greater support to ensure that it can stay 
protected from any potentially devastating hack. Neil 
Bennett, acting chief information security officer at NHS 
Digital, said: “This is a time of unprecedented stress on the 
NHS, not least for the cyber security and IT teams who are 
continuing to work hard in all NHS organisations to keep 
patient data and systems secure, to continue to deliver 
safe patient care.”

14
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Blue Light 
Only last month, it was discovered that, due to human 
error, 150,000 records were deleted from police 
databases. The data was lost from the Police National 
Computer - a system that stores and shares criminal 
records information across the UK. Data including 
fingerprints, DNA and arrest histories were wiped after 
being accidently flagged for deletion. This could hinder 
future police investigations and presents huge dangers 
for public safety. There was no protection, backup or 
policies preventing the data being lost. It is assumed that 
the data is now irretrievable. 

Education
The National Cyber Security Centre has been 
investigating an increased number of ransomware attacks 
affecting education establishments in the UK, including 
schools, colleges and universities.

Charities
A third of charities have suffered a cyber-attack since the 
onset of the pandemic, as more evidence emerges of the 
threat the voluntary sector faces online from criminals. 
Phishing, where criminals try to obtain sensitive data by 
pretending to be a trustworthy source and malware have 
been the most common attacks on charities.

Housing
Staff and residents’ personal data has been compromised 
in a cyber-attack at a 32,000-home housing association 
based in East Anglia where personal customer and staff 
data was compromised.

1515
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Cyber security is a broad concept and is as much a methodology as it is 
a set of tools and applications. As human error is recognised as the most 
common cause of breaches, it’s important for organisations to understand 
that addressing security issues involves much more than implementing a suite 
of security tools.

Cyber security is 
a methodology

Here are 5 steps to cyber security best practice:

Educate your staff

Develop an incident response plan Implement identity and access 

management tools

Back up your data and have a disaster 

recovery plan

1

Assume you’ve already been hacked

Be prepared to wipe your systems

65

4

2

3
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Collaboration, 
Cyber Security and  
Peace of Mind

Collaborating with technical experts is crucial for 
government’s security success.

Unparalleled changes in the way we work and the new complexities 
around data management have confirmed just how critical best practice in 
cyber security is. 

From educating staff, to ensuring you have a disaster recovery, backup 
and data wiping strategy, COVID-19 has demonstrated that every 
organisation needs to anticipate all manner of incidents, to plan response 
routes in advance and acquire the tools needed to execute the rapid and 
safe recovery of business-critical data.

Government leaders are acknowledging that collaboration with technical 
experts is the best route to access in-depth understanding, expertise and 
benefit from high levels of specialist digital talent to specifically support 
government with its cyber security goals.

Partnering with industry-leading cyber security partners will free up 
valuable time for staff and give you peace of mind. The right IT experts 
means organisations can have their cloud security provision properly 
assessed, gain the relevant insight and recommendations towards 
establishing a set of robust controls, procedures and technologies to 
protect your cloud-based systems, data and IT infrastructures.
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As the cyber security market continues to grow and 
diversify, many organisations are benefiting from being 
able to choose from a large array of services and solutions 
to address their unique security needs. 

Teaming up with a vendor who works harmoniously and in alignment with 
multiple vendors creates an even deeper level of security. It also provides 
the opportunity to meet and exceed even the most stringent security and 
compliance standards. This security ‘layering effect’ is essential as each 
different application can seamlessly integrate with one another, being able to 
share critical information. In this way, organisations achieve a complete and 
continuous, higher-level view of the evolving threat landscape affecting your 
IT ecosystem. It also places you in a stronger position to develop your systems 
faster than attackers can evolve. By using a collaboration of vendors rather than 
a single vendor, means you can benefit from all levels of market expertise and be 
sure you have the “best of breed” tool for each security gap you need to close.

18
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Pause with 
Primenet

Amidst the COVID-19 response, government cannot afford 
to put security on the back seat.

Government and public sector organisations are in a unique position with 
unique security challenges to consider. Responding to the coronavirus 
pandemic is the largest single challenge that government has faced in decades. 
Digital technology is playing a central role in the response, enabling staff to 
work from home, supporting business continuity and developing new digital 
pathways to deliver services. Last year alone, government departments had 
delivered over 69 new digital services, with a further 46 services in the pipeline. 

Evidently, all eyes are on the response to the pandemic, but, as the burst of 
activity surrounding this continues, government cannot afford to put security 
on the back seat.

Private partners can do the technical heavy lifting that government lack the 
time and resources for, supporting organisations in the development of its 
data strategies with security, backup and recovery performance at its core.

Primenet have a thorough understanding of the current threat landscape 
and provide businesses of any type and size with a sophisticated array of 
managed services that directly address government’s present challenges.

Providing cyber consultancy, security, data management and deployment 
support across network storage, backup, disaster recovery, replication 
services, data wiping, installation, maintenance and support, Primenet are 
well placed to design and construct a secure and compliant environment for 
government staff to work efficiently, whether onsite or remote.

Primenet services are cloud-based, with all data residing in the UK. Collaborating 
with a range of industry-leading experts including Microsoft, Zerto, Arcserve, 
Veeam and Blancco to cover all bases and ensure that your organisation’s 
security posture is as disaster, loss and hacker-resistant as possible. 

Now is the time to pause and focus on making your IT ecosystems robust, 
secure and ransomware ready. Your government organisation’s data security 
is worth the planning, the time and the investment.

19
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Primenet IT Managed 
Services & Maintenance

“At Primenet, our engineers are some of the 
best in their fields globally, for Dell EMC, 
Modern Datacentres and Cloud. Why do 
companies partner with Primenet? We have 
all bases covered to help you manage and 
support your Datacentre infrastructure more 
effectively. Whatever your core infrastructure 
looks like, we have a service or solution that 
will take your business from being good to 
being the best in your field.”

Duncan Brown, Commercial Director, Primenet

2020
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Access Infrastructure as a Service (IaaS)
Primenet offer fully implemented and managed Infrastructure as a Service to 
their clients. Within their large partner ecosystem, they have full access to both 
in-house and external skills to design, project manage the core build and then 
maintain the service across multiple platforms and software architectures.

IT Managed Services 
with Primenet

Data Erasure
Primenet are proud to work with Blancco to provide intelligent data wiping 
software to offer organisations the tools required to enable sustainable 
data sanitisation processes across the widest array of IT assets. By focusing 
on erasing and reusing assets instead of physically destroying them, 
organisations can improve their security posture and address corporate 
social responsibility requirements, while also ensuring compliance with local 
and global data privacy requirements.

Hosted Desktop (Public or Private Cloud)
The massive benefit of using Primenet’s hosted desktop solution is that 
it offers smaller organisations the service and associated benefits of an 
enterprise solution, but at a fraction of the cost. Primenet’s hosted desktop 
negates the need for server-based technologies that are traditionally kept 
on-site and offers your business the complete scalability and up-to-date 
licensing of your software on the network.

Storage Management
Primenet have developed a seamless end to end management process, 
monitoring business-critical storage solutions. They have a range of storage 
management options from a ‘Second Set of Eyes’ approach, through to 
a fully managed option focused on achieving the highest level of uptime, 
which they achieve though actively monitoring the server estate and giving 
you detailed analysis of your data, identifying issues early and offering up 
continual proactive improvement of the service.
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Every IT issue is proactively 
identified and rapidly resolved, 
without impacting on any of 
your resources

Your Servers and Networks will be 
intelligently monitored, protected, 
patched and updated 24/7/365, 
including full management of 
your cyber security incorporating 
endpoint, perimeter/firewalls and 
even mobile devices   

Your UK based Helpdesk Team can 
quickly be onsite should you need 
them or, if you prefer, they can 
remotely connect to your laptop or 
server to fix the majority of issues in 
the first call 

You will receive unlimited support – 
making it easier to balance your IT 
budget without any unexpected bills  

You will be supported to set up a 
Disaster Recovery and Business 
Continuity plan with regular reviews 
and tests

22

Service Integration and Management
Multi-sourcing is a great way to obtain industry-leading services and 
to create and support IT change that fosters growth, innovation and 
competitive advantage. Managing multiple suppliers, however, means more 
complexity and inconsistent service integration across IT processes, support 
tools and governance. This can lead to higher costs, greater risk to your 
organisation and lower IT performance. 

Primenet facilitates this process on your behalf, co-ordinating and 
collaborating with all suppliers and services in a smarter, more organised way.

Primenet works on your behalf to ensure:
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Proactive Support
Where possible, Primenet will configure your systems to send error codes 
and alerts directly to our Support Centre to provide a high level, proactive 
service. This means that your systems will be back up and running faster, 
reducing downtime and ensuring business continuity.

Maintenance Support 
with Primenet

Telephone Support
Primenet is committed to meeting your EMC maintenance needs in a 
consistent and timely manner. If you have a technical question or notice a 
problem with your system, you can contact Primenet’s Support Centre and 
the ticket will be dispatched to an EMC Certified Engineer.

Onsite Support
When necessary, Primenet’s Field Engineers will be dispatched to your 
organisation with parts or equipment to resolve any EMC maintenance 
issues. Interactive communications between Customer Support Centre and 
Primenet’s Field Engineers, regarding your EMC maintenance specific issue 
significantly reduces downtime and allows for quick, efficient resolution.
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Primenet is a Managed Services Provider offering 
professional solutions to a variety of UK & Global SME’s 

and Large Enterprises. 

Primenet offers a comprehensive portfolio of IT solutions including 
cyber security, networking, storage and cloud platforms with a 

24x7x365 UK-centric Service Desk providing Level 1, 2 and 3 IT Support.

This paper was built in partnership with GovNewsDirect. 
GovNewsDirect specialise in facilitating innovative and engaging 

partnerships between the private and public sector.
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